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O HanpaB/ieHuUu NHGOPMAIIU

MUHUCTEPCTBO OBPA30BAHUA 1 HAYKH POCCUMCKOM
OEAEPAIINI

IMMCBMO
oT 14 masa 2018 roga N2 08-1184
O mHanpasjgeHun HHQOPpMaAITUU

JlemapTaMeHT TOCYJapCTBEHHOH TOJUTUKU B cdepe obmero obpa3oBaHUs
MwunobOpHayku Poccum HampapisieT AJIA CBefleHHs paspaboTaHHble BpemeHHOM
komuccueii CoBera ®enepanmuu 10 pas3BUTHIO HWHOOPMAIMOHHOTO O00IIecTBa
METOAUYEeCKHEe PEeKOMEHJAUUAN O pasMellleHMd Ha WH(QOPMAIMOHHBIX CTEH/AX,
opUIMaJIPHBIX ~ MHTEPHeT-caTax H  JPYIMX  HMHQOPMALMOHHBIX  pecypcax
0011e00pa3oBaTeyIbHBIX OPTaHU3AIUH U OPraHOB, OCYILIECTBJIAIONINX YyIIPaBJIeHHE B
cdepe obpazoBanus, nHGopManuu o 6€30MaCHOM HMOBEJAEHUU U HCIIOJIb30BAHUM CETU
«HTEpHET».

Jvpexkrop [enaprameHrTa
A.E. IleTposB

MeTOIlI/I"IeCKI/Ie PEKOMEHAAIINHN
O pasM€IlICHUHA HA I/IH(I)OpMaIII/IOHHbIX cTeHaax, O(I)I/II_II/IaJIbeIX
WHTEPHET-caluTax U APyrux HH(POPMAIMOHHBIX pecypcax
0o01Ie00pa3oBaTeJIbHBIX OPraHU3aIuil 1 OPTAaHOB,
OCYILIECTBJIAIONINX yIIpaBjJeHue B chepe oGpasoBaHu,
nH@OpMaIiu 0 6€30IIaCHOM MOBEICHUH 1 HCII0JIb30BAHUHN CETH
«HTEepHeT»

dkcrepraMu U 4wieHamMu Bpemennoil komuccuu CoBera Denepanyu 1Mo Pas3BUTHIO
MHDOPMAIIMOHHOTO 00IIecTBa B paMKaX BBIITOJIHEHUsI pEKOMEHAlNi MapjJaMeHTCKUX
CIyIIAaHUH «AKTyaJIbHbIE BOIIPOCHI oOeclieueHusi Oe30IMacCHOCTH W Pa3BUTHUS JeTel B
“H(POPMAIIMOHHOM IIPOCTPAHCTBE», KOTOPhIe mponin B CoBeTe Oenepanuu 17 anpess
2017 T., ObUIM pa3paboTaHbl MeTOAWYECKHE PEKOMEHJIAIUM O pa3MelleHuH Ha
WHPOPMAIIMOHHBIX  CTEHZAX, OQUIIMATBHBIX  HHTEPHET-CAUTax U  JAPYTUX
MHQOPMAIIMOHHBIX pecypcax o00I1eo0pa30BaTeIbHBIX OpPraHU3aliid W  OPTaHOB,
OCYIIIECTBJISIONINX YIIpaBjeHHe B cdepe oOpazoBaHus, nHpopmaruu o 6e301macHOM
IIOBEJICHUM W WCIOJIb30BaHWU ceTu «lHTepHeT» (masee - METOJUYECKHE
pPEKOMEH/IAINN).

MeTroguyeckre pPeKOMEHJAIMN HaIlpaBjeHbl HA KauyeCTBEHHOE IOBBINIEHUE YPOBHS
WH(POPMAIIMOHHON eATETBHOCTH 00IMeo0pa30BaTEIbHBIX OPTaHU3AIil U OPTaHOB,
OCYIIECTBJISIONINX ymIpaBieHue B cdepe oOpa3oBaHUA, B YacTH HWH(POPMHUPOBAHUSA
yJaIuxcsi, UX poAuTesen (3aKOHHBIX MMPEACTABUTENIEH) U TIearOrHUYeCKNX paOOTHUKOB
00 OCHOBHBIX acrnekTax HHGOPMAITMOHHOU 0€30ITaCHOCTH.



MeTroguyeckre pPeKOMEHJIAINU IT03BOJIAT 00Ie00pa30BaTeIbHBIM OpPTaHU3AIUSIM U
opraHaM, OCYIIIECTBJISIOIINM yIIpaBjeHue B cepe 00pa3oBaHUA, aKTyaTM3UPOBATh yiKe
HCII0JIb3yEMBIE B Pa3MellleHHbIe HH(MOPMAIMOHHBIE MAaTEPHUAJIbl, TAK U TTOATOTOBUTH UX
B CJTydae UX OTCYTCTBHS C yUETOM JIyUIIINX TPAKTUK U PEKOMEH/IAIT .

B pamkax MeToAMUeCKUX PEKOMEHAII pacCMaTPUBAIOTCA CJIEAYIONIEe UHCTPYMEHTHI :
1. ”HQOPMAIUOHHBIE CTEH/IbI;
2. opuruasIbHble NHTEPHET-PECYPCHI;

3. cpezicTBa MaccoBoU WH@opManuu (IIIKOJIbHBIE Ta3€eThl, Ie/larOTHYecKue U3JaHusa 1
JIpyTHE).

Nuadopmanuonnsie creHapl Ha nHpOpPMAIMOHHBIX cTeH/IaX B 00111e00pa30BaTeIbHBIX
OpTaHU3AIUAX, PACIOJIOKEHHBIX B (oiie yupexaeHnil U B KabWHeTax, OCHAIIEHHBIX
IIepCOHAJIBHBIMU YCTPOMCTBAMHU JIJIA BBIXOJIa B ceThb «lIHTepHeT», peKOMeH/yeTcCs
pa3MecTuTh MHQMOPMAIMOHHbIE TAMATKU, COJlep:Kalllie OCHOBHBIE COBETHI MO
obecrieueHH0 HHGOPMAITUOHHON 6€30IMaCHOCTH YUaIUXCA.

B IIPUJIOKEHU N Neo1 k METOANYECKHM pEKOMEHAAIIUAM IIpEACTaBJIEH O6p&3€11 IIaMATKHN
JJIA pa3MEIIEHNA Ha I/IH(l)OpMaIII/IOHHI)IX CTeHaax.

CpenctBa MaccoBoi wuHpopmamuu B cpeacrtBax  mMaccoBod — mHOpMaIuu,
OpPUEHTHPOBAHHBIX HA OOydJaloOIMXCsA, PEKOMEH/AyeTCsS B TeUeHHU Y4eOHOro roja
pery/sipHoO myOJINMKOBaTh MHGOPMAIIMOHHBIE MaTEPHAJIbl, MOCBAIIEHHBIE OT/I€IBHBIM
acekTaM WHGOPMAIMOHHON 0e30IacHOCTH, a TaK:Ke pa3jIMYHble MaMATKH 00IIero
Xapakrepa.

B cpexctBax MaccoBoil uH(OpMamuM, OPHEHTHUPOBAHHBIX HA I€IarOTHYECKYIO
00IIleCTBEHHOCTh, PEKOMEH/YeTCs B TEeYEeHUH KaJIEHJApPHOTO ToJla PEeryJsApHO
myb6inKoBaTh MHGOPMAIMOHHBIE MAaTePHUAJIbl, IOCBAIIEHHBIE OTAEJIbHBIM acIeKTaM
WHOPMAIIMOHHOU Oe30MmacHOCTH KakK HECOBEPIIIEHHOJIETHHX, TaK u
o01eo0pa3oBaTeIbHBIX OpTaHU3AIUi, a TakK)Ke pas3jIndHble MaMATKH, 0030pbI
HOPMAaTHUBHO-IIPABOBOTO  PETYJIMPOBAHUS JaHHOU cdepbl W HHGPOPMAIUIO O
aKTyaJIbHBIX MEPOIIPUATHUIX U COOBITUAX B JAaHHOU cdepe.

B xome mnpomenmenms EnuHOoro ypoka 1o 0Oe3omacHOCTH B ceTu «VIHTepHET»
PEKOMEH/IYeTCSI O0ECHEYNTh BBIMYCK TEMATUYECKOTO BBIMYCKA CPEACTBA MAaCCOBOU
nHbOpMaIuU JU60 cepuu IMyOINKAINH, CPEAN KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE
MEpOIPUATUS JUIsI O0yYamIIuXCs, WX poAuTesed (3aKOHHBIX IIPEJICTABUTENIEH) WU
IeZIaroruyecKon 00IeCTBEHHOCTH.

Od¢unuanbHble HNHTepHeT-pecypenl OO11e06pa3oBaTeIbHBIM Opra’Husanysam
pekoMeHAyeTcsi Ha cBoux odunuanbHbIX VHTepHeT-pecypcax  o0ecrevuThb
(QYHKIMOHUPOBaHUE  CAaMOCTOSITEJIBHOTO U CIEIUAJIM3UPOBAHHOTO  paszen
«upopmanronHas 6e30MMaCHOCTh», B PAMKaX KOTOPOTO IIPElyCMOTPETH pa3MelleHue
cienymolle nHGopMaIum:

dopmar
Ne Paznen/mogpasnen NpeacTaBIeHUus Coaepskanue MaTepuaJioB
MaTepHajIoB




JlokanbHbIE
HOPMAaTHBHBIC
chepe
MH(POPMAIIMOHHOM
0€30MacHOCTH
0OyUaIHIOIIHXCS

aKThl B

obecnieuenuss Komuu 10KyMEHTOB

B (hopmare *PDF

Pasmemarorcss KOnmuM JTIOKyMEHTOB, T.€.
CKAaHMPOBAHHBIM BapUaHT JOKYMEHTA,
COOTBETCTBYIOIIMI ~ TpeOOBaHMSIM K
napameTpam CKaHMPOBAHUSI.
Paszmemarorcs JOKYMEHTBI,
pETIaMEHTUPYIONIUNE  OpPraHU3alUI0 |
paboTy ¢ TIEPCOHATBHBIMU JIAHHBIMH,
IUTAHBl MEPOIPHUATHI 1O 00ecTeyeHUIo
uH(HOPMAMOHHON 0€30MacHOCTH
00yJaronmxcs 1 Apyrue.

HopmatusHoe
perynupoBaHue

Kommn
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dopmare *PDF

[TyOnuKyroTCs aKkTyajabHbIE CBEJIEHUS 00
dbenepanbHbIX u pEruoHaIbHbIX
3aKOHax, NHUCbMax OPraHoB BJIaCTU H
Ipyrue HOPMaTHBHO-IIPaBOBLIE
JIOKYMEHTHI, peTiIaMEeHTUPYIOLIHE
obecrieueHue nH($OPMaMOHHON
0€30MacHOCTH  HECOBEPIIECHHOJETHHX.
JlormyckaeTcsi BMECTO KOIHI pa3MernaTh
TUNEPCCBIIKA Ha COOTBCTCTBYIOIIUC
JOKYMEHTBIL Ha calitax OpraHoB
rOCyIapCTBEHHOM BJIACTH.

Ilegarormueckum
paboTHHKaM

TekcT Ha cTpaHulle
caiita Konun
JIOKYMEHTOB B
dbopmate *PDF

Pa3smemarorcs
PEKOMEHIalUN u
nHpopMarus 0
MIPOCKTaX u
HaIpaBJIEHHBIX ITOBBIIICHHUE
nH(pOpMaITMOHHOM TPaMOTHOCTH
MearorTHYeCKUX pabOTHUKOB.
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porpaMMax,
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Pa3smemniaercs UH(POPMALIMOHHAS
namsatka  (opwioxkenne — Ne2)
yKa3bIBaCTCSI UHpOpMaIHs 0
MEPOTIPUSTHSIX, IpOEKTax u
porpamMMax, HaIpaBJICHHBIX Ha
TIOBBIIIICHUE UH()OPMAITUOHHON
IPaMOTHOCTH OOYYaIOIIMXCS.

Pogutensm (3akOHHBIM

TekcT Ha CTpaHULEC

Pa3smemaercs UH(POPMALIMOHHAS

MPEACTABUTENSAM .
e ) caiita namsTtka (mpunoxerue Ne3).
oOyuaronuxcs

Pasmeraercs uHGopMmarms 0
Jlerckue  OesomacHble | TeKCT Ha CTpaHHIIE | PEKOMEHIYEMBIX K HCIIOJIb30BAHUIO B
CalThI caiita y4eOHOM Tporiecce 0e30macHbIX CaiTax,

6aHHCpBI 0e30macHbIX JIETCKUX CaliTOB.

CBOHX

opUITNATBHBIX

OpraHam, OCyIIeCTBJIAIOIINM yIIpaBjieHHe B cepe oOpa3oBaHUs, peKOMeHJlyeTcs Ha
NuTepHeT-pecypcax

obecrieunTh  (PYHKIMOHUPOBAHUE




CaMOCTOATEJIBHOTO W CIENUAJU3UPOBAaHHOTO  pazzaen  «MHopmanuoHHas
0e30macHOCTb», B PpaMKaX KOTOPOTO MPEAYCMOTPETh pa3MeIlleHue CJIeAyIoen
nHpopManuu:

IIpunoxenne N21

ITamarka
JUIS1 O0OyUYaomuxca 00 nHPOPMaIMOHHOKW 0€30IIaCHOCTH JAeTel

HEJIb34

1. Bcem moaps cooOIaThk CBO YacTHy0 WHGopmanuoo (HacTosmue uMsi, GaMunio,
TesiepoH, azpec, HOMeP IIIKOJIbI, a TaK:Ke (oTorpaduu CBOU, CBOEH CEMbHU U JIPY3eH);

2. OTKpBIBATh BJIOKEHHBIE (palyIbl 3JEKTPOHHOM IIOYTHI, KOTJIa He 3Haelllb
OTIIpABUTEJIS;

3. FPY6I/ITI), npuanparbCAa, OKa3bIBATb JdaBJIEHUE — BECTU cebs1 HEBEeXXJINBO U
arpeCCruBHO;

4. He pacmopsokaiicsi neHbraMu TBOeU ceMbu 0e3 paspelleHHs CTapIIuX - BCEr/a
CIIpalIuBail poAuTeIen;

5. He Bcrpeuatica ¢ VHTepHET-3HAKOMBIMH B pealbHOW JKU3HU - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOXHO

1. He Bce numyT npasay. Yuraems o cebe HelpaBay B VlHTEpHETE — cO00OIH 06 3TOM
CBOUM POJUTEJISAM HJIU OTIEKYHAM;

2. [IpuryiamarT repenuchiBaThCs, UTPATh, 0OMEHUBATHCS - IIPOBEPD, HET JIU IIO/IBOXA;
3. HezakonHoe konmpoBaHue daiiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerma pacckasbIBail B3pOCJIbIM O TpobJieMax B CETH - OHU BCET/Ia IIOMOTYT;

5. Wcnosnp3yit HACTPOWKU OE30MACHOCTH UM MPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKAyHTBI B COLICETAX U JIDYTUX ITOpTasax.

MOXHO

1. YBakail Ipyrux nojab30BaTesiei;

2. [Tonp3yenibesa THTEPHET-UCTOUHUKOM - JiejIall CChLIKY HA HETO;
3. OTKpBIBall TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O61maThesA 32 MOMOITBIO B3POCJBIM - POJAUTENH, OMIEKYHBI U Q/IMUHUCTPAIIMS CAalTOB
BCer/ia IIOMOTYT;

5. Ilpowimm oOyueHme Ha cainTe «CeTeBHUYOK» HW TIOJyYd MNacCIopT mu(GPOBOTO
rpakjgaHuHa!

IIpunoxkenue NQ 2



NuadopmamunoHHasA MaMATKA 1A O0yJaIONUXCA /IS pa3MelleHUs
Ha opunuaabHbix IHTEpHET-pEecypcax

C KaKIbIM TOZIOM MOJIOJIE’KU B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IITKOJIbHUKH OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexxay TeM, IOMHMO OTPOMHOTO KOJTHYECTBA
BO3MOJKHOCTEH, MHTEPDHET HEeceT W Ipo0seMbl. DTa IaMATKa JIOJIPKHA IIOMOYb Tebe
0€e30I1aCHO HAaXOJUThCA B CETH.

KomMnbroTepHble BUPYChI

KoMnbpioTepHBII BUpPYC - 3TO PA3HOBUJHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJIMUUTETFHOU OCOOEHHOCTHIO KOTOPOU fABJISAETCA CIIOCOOHOCTh K pPa3MHOXKEHUI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT HOBPEAUTH WU IIOJHOCTHI0 YHUUTOXKUTH BCE
daiiiel ¥ JHaHHBIE, MOJKOHTPOJIBHBIE IOJIB30BATENI0, OT HWMEHH KOTOPOTO ObLia
3amyllleHa 3apakEéHHasg IIporpaMMa, a TakKe IOBPEIUTh WM JlaXKe YHUUYTOXKUTH
OTIEPAIlMOHHYIO0 CHCTEMY €O BceMH (aillaMu B I11eJIoM. B OOJBIINMHCTBE C/IyJYaeB
pacCIpOCTPAHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTOI[I)I 3allTUThI OT BPEAOHOCHBIX IIPOTPAMM:

1. I/ICHOJII)B}’ﬁ COBpEMEHHbBIE OII€epalluOHHbIE CUCTEMbI, UMEIOIIHE Cepbé?,HI)IIL/'I YPOBEHDb
3allIUThI OT BPEAOHOCHBIX IIPOTPAMM;

2. [locTrossHHO ycTaHaBiaWBai mautu (IU¢pOBbIe 3aIIaTKU, KOTOPhIE aBTOMATHYECKU
yCTaHABJIHUBAIOTCS C II€JIBI0 JOPAaOTKH MPOrpaMMbl) U JApyrHe OOHOBJIEHHS CBOEH
omnepanuoHHOU cucTeMbl. CKauMBall UX TOJIBKO ¢ OPUIIMAIIFHOTO caliTa pa3paboTYnKa
OC. Ecu cyIecTByeT peKUM aBTOMaTHUECKOTr0 OOHOBJIEHUsI, BKJIFOYH €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEPE 110/ IIpaBaMM I10JIb30BATEJIA, a HE aAMHUHHNCTPATOPA.
ITO He I03BOJIUT 6OJ'II>IIII/IHCTBy BPpEAOHOCHBIX ITPOrpaMM HHCTAJJIMPOBATBCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDPE;

4. Vlcionib3yii aHTUBUPYCHBIE ITPOTPaMMHBIE ITPOTyKTHI H3BECTHBIX ITPOU3BOJIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHUEM 06a3;

5. Orpaanub pu3nuecKul OCTYI K KOMIIBIOTEPY /IJIs1 HOCTOPOHHUX JIUII;

6. Vlcniosip3yll BHeITHUE HOCUTENN WHQOpMaLNU, Takue Kak dJelika, IUcK Win daini
13 UHTEPHEeTA, TOJIbKO U3 ITpodepeHHBbIX UCTOUHUKOB;

7. He oTKpbIBall KOMIBIOTEPHBIE (hAlJIbl, TTOJIyYEHHbIE U3 HEHA/IEXKHBIX MCTOUHUKOB.
Jlaxke Te daiibl, KOTOpbIE IPUC/IAJ TBOM 3HAKOMBIN. JIydIlle yTOUHU y HETO, OTIIPABJISI
Ji1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 9T0 He BUj Nepefjlaum JIaHHBIX, HE TEXHOJIOTHA, a BCETO JIUIIL OpeH/, MapKa.
Eme B 1991 rogy HujepsaH/cKasd KOMIaHUA 3aperucrpuposaia 6pess « WECA», uyto
obo3zHauano ciaoBocouyetanue «Wireless Fidelity», xoropslii mnepeBomuTcs Kak
«becTpoBO/IHAS TOUHOCTDY .

Jlo Hamero BpeMeHHM Jolula Jpyrasd ab0peBuaTypa, KOTOpas fABJSETCA TaKOU Ke
TexHoJiorueil. Ito abbpeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO JJaHO ¢ HAMEKOM Ha
CTaHZIAPT BbICHIUM 3ByKoBOUM TexHuKU Hi-Fi, yTo B mepeBojie 0O3HAUYaeT «BBICOKAs
TOYHOCTB>.



Jla, becIutaTHBIM MHTEPHET-AOCTYI B Kade, OTesAX U adPONOPTaxX ABJISAETCA OTIMIHON
BO3MOKHOCTBHIO BBIXO/Ia B UHTepHeT. HO MHOTHMe 3KCHEPThI CYUTAIOT, YTO
obmenoctynasie Wi-Fi cetn He sBIAI0TCA 6€30MIaCHBIMU.

CoBeTbl 110 6€3011aCHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoio JimuHyl0 wHpopmaruio depes obmenoctymabie Wi-Fi certu.
Paboras B HUX, KeJIaTeJIbHO He BBOJUTH MAPOJIH JOCTYIIa, IOTHHBI U KaKWe-TO HOMePa;

2. Vcrosib3yii 1 OOHOBJISIH aHTUBUPYCHBIE ITPOTPaMMbI U OpaHiMayep. TeM caMbIM ThI
obe3omacuIlb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnoswszoBanuu Wi-Fi otwioun ¢yuknuio «O6mmil goctynm K daiiam u
npuHTepam». JlaHHass QYHKIUA 3aKpbiTa II0 YMOJYAHHUIO, OJHAKO HEKOTOPbIE
II0JIb30BaTEIN aKTUBUPYIOT €€ JIJIf y/I006CcTBa UCIIOIb30BaHUA B paboTe niu yuebe;

4. He ucrionbayi myosmuasiin WI-FI i mepemgaun JIMIHBIX JAHHBIX, HAIIPUMED JIJIA
BBIXO/Ia B COIIMAJIbHbIE CETU UJIN B JIEKTPOHHYIO IIOUTY;

5. imonb3y# TOJIbKO 3amuineHHoe coenHeHue yepe3d HTTPS, a ne HTTP, T.e. mpu
Habope BeO-aspeca BBOAU UMeHHO «https://»;

6. B wmoOwmwibHOM TestedpoHe OTKIIOUM (yHKIHIo0 «Ilogkaouenne k Wi-Fi
aBTOMaTHYecKn». He mormyckall aBTOMAaTHYeCKOrO MOAKIIOUEHHs YCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBoero corsacusi.

COI.II/IaJII)HI)Ie ceTu

COI.II/IaJII)HI)Ie CETHU aKTHBHO BXOAAT B HAIIly XXM3Hb, MHOTHUE JIIOAU pa60Ta10T U XKUBYT
TaM IIOCTOAHHO, a4 B Facebook YXKe 3apeTUCTPUPOBAH MUJIJIMAPA YEJIOBEK, UTO ABJIACTCA
OZLHOfI CGILI)MOﬁ BCEX JKUTeJIEW IIaHeThbl. MHOTHe II0JIb30BaTeIn He IIOHNMAIOT, 4YTO
I/IH(I)OpMaIlI/IH, pasMeE€mieHHad HMHKH B COIHAJIBHBIX CETAX, MOZKET OBITh Haf/’meHa u
HCIIOJIb30BaHA KEM YyIroJHO, B TOM YHCJI€ HE 00s3aTesIbHO ¢ OJIaruMH HaMEpPpEHUAMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHUYb CHUCOK Jpy3ei. Y Tebs B APYy3bsAX HE JOJDKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIOJIEH ;

2. 3amuiai cBOI0 YacTHYIO >KU3Hb. He ykaswiBail maposu, TesedOHBI, aapeca, JaTy
TBOETO POXJIEHUA U JIPYI'yI0 JIMYHYIO WHQPOpMaNUIO. 3J0YMBIIUIEHHUKU MOTYT
HCIIOJIB30BaTh Jlake MH@OpPMAIMI0 O TOM, KaK Thl U TBOU POAUTENU IIAHUDPYeTe
IIPOBECTU KAHUKYJIbI;

3. 3amumiai CBOI0 PeIyTaIuIo - IEPKU €€ B YNCTOTE U 33J1aBail cebe BOIpOC: XOTe Obl
ThI, YTOOBI PYTHE TI0JIH30BATENH BUEJIU, UYTO ThI 3arpyskaemib? [logymait, mpexae uem
YTO-TO OIyOJIMKOBATh, HAIIUCATD U 3aTPY3UTh;

4. Ecsin THI TOBODUIIB C JIIOJIBMU, KOTOPBIX He 3HAelllb, He UCIOJIb3yH CBOe peayibHOe
UM U JPYTYIO JUUHYI0 HHQOpMaINU: UM, MECTO KUTEIbCTBA, MECTO yUeObl U Ipoyee;

5. 36eraii pazmenenus ¢pororpaduii B lHTepHeTe, r7e Thl N300pa*keH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIP€eJIeJINTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrparuu B COIUAIBHON CETH HEOOXOUMO MCII0JIH30BaTh CJIOKHbBIE TTAPOJIH,
cocrosimue 13 OyKB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 11 conmuaibHON CeTH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BATh PAa3HBIE
maposiu. Torga ecoim Te0s B3JIOMAIOT, TO 3JI0YMBINJIEHHUKH TOJIy4YaT JTOCTYI TOJIBKO K
OTHOMY MECTY, a He BO BCeE cpaay.

OJIEKTPOHHBIE JIEHbI'U

DJIeKTPOHHBIE IEHBIH — 3TO OYE€Hb YAOOHBIA CIOCOO IIaTeX el, OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IMOJIyYUThb 3TH JI€HbI'H.

AJIEKTPOHHBIE JIEHbI'M TOSBUJINCH COBCEM HEIABHO W MMEHHO M3-3a 3TOTO BO MHOTHUX
rocy/apcTBax JI0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (GYHKIMOHHPYIOT U O HUX YK€ IPOIHCAHO B 3aKOHE, IIe HX
PasesIAIoT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3zHuIla B TOM, UTO
AaHOHHMMHBIE - 9TO Te, B KOTOPBIX paspeliaercs IIPOBOAUTH omepamuu 06e3
UIeHTUUKAIUN T10JIb30BaTeIs, a B HEAHOHUMHBIX HAEHTH(PUKAIUKM TOJIH30BATEJISA
ABJIETCS 00s3aTeIbHOM.

Taxxe cJIeayeT pa3jindarb 9JIEKTPOHHBIE (I)I/IaTHbIe AE€HbI' (paBHI)I TrocyaapCTBEHHbBIM
BaJIIOTaM) " SJIEKTPOHHbIE HE(I)I/IaTHI)Ie A€HbI' (He PaBHBI T'OCYyapCTBEHHBIM BaJIIOTaM).

OcCHOBHBIE COBETHI 10 OE30MaCHO PaboTe ¢ JIEKTPOHHBIMH JIEHbI'aMU:

1. [IpuBs>KM K cueTy MOOWJIBHBIN TesiedoH. ATO caMblil yAOOHBINA U OBICTPBIN CIIOCOO
BOCCTAaHOBHTb JIOCTYII K cueTy. [IpuBsA3aHHbBIN TesleOH MOMOKET, €CIU 3a0yAelTb CBOU
IUIATEXKHBIHA IMapOoJTh UJTU 3aHelTh HAa CAalT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. HMcnoss3y# ofiHOpa3oBbie maposu. [lociie mepexosa Ha YCHUJIEHHYIO aBTOPH3AI[UIO
Tebe y>ke He Oy/IeT yrpokaTh OTIaCHOCTD KPAyKH MJIH IepexBaTa IJIaTesKHOTO MapoJis;

3. Beibepu ciioKHBIN mMaposib. IIpecTymHUKaM OyZeT He IMPOCTO yrafaTh CJIOKHBIHA
napoJsib. Hazie’kHble Tapoid — 3TO MAapOJIM, KOTOPBIE COZEPKAT HE MeHee 8 3HAKOB U
BKJIFOUAIOT B ceOsl CTPOUHBIE U IPOIMHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JIoJuiapa, GyHTa, BOCKJIMIATEIbHBINA 3HaK U T.11. Hampumep, StROng!;;

4. He BBOZiU cBOU JINUHBIE IaHHBIE HA CAUTaX, KOTOPHIM He JJOBePselb.
JJIeKTPOHHAA IIOHTA

OJIeKTPOHHAA MIOYTAa — 3TO TEXHOJIOTUA U MPeJIOCTaBJIsIeMble €10 YCIYTU 10 IepechlIKe
U TIOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHU, KOTOPhIE PACIPENEIISAIOTCA B KOMIIBIOTEPHOM
cetu. OOBIYHO JJIEKTPOHHBIA IIOYTOBBIN AWK BBIMJIAIUT CIEAYIONUM 00pa3oM:
MMs_II0JIb30BaTeIA@uUMA_JIoMeHa. Tak:ke KpoMe Ilepeiauul IPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH IlepeiaBaTh aiisibl.

OCHOBHBIE COBETHI IO HE30MIACHOM PAbOTE C BJIEKTPOHHOU ITOYTOMH:

1. Hayto BeIOpaTh MpaBUJIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE ecTh OrPOMHBIN BHIOOD
GecrnyIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIydllle JOBEPATHh TeM, KOTO 3Haelllb U KTO
IIePBBIN B pEUTHHTE;

2. He ykaspiBail B IMYHOU MOYTe JUUHYI0 WHPopMmanuoo. Hanpumep, jyudliie BEIOpaTh
«MY3BIKJIBHBIN_(PaHAT@» WJIN «POK2013» BMECTO «TeMal3»;

3. Mcmosib3y#l ABYX3TAITHYI0 aBTOPHU3AIUI0. DTO KOTZ[a IOMHMO MapOJIsi HY?KHO BBOJIUTH
KO/JI, IpUChLIaeMbIi 110 SMS;



4. Bpibepu CJIOKHBIN TapoJib. [l KaKOTO ITOYTOBOTO SIIIHKA JOJKEH OBITh CBOU
HaJIe>KHBIN, YCTOMUUBBIN K B3JIOMY I1apOJIib;

5. Eciim ecTh BO3MOXKHOCTh HamMCaTh CaMOMY CBOM JIMYHBINA BOIIPOC, UCHOJIB3YU 3Ty
BO3MO>KHOCTb;

6. VMcnosb3yll HECKOJBKO IOYTOBBIX AIMMUKOB. [lepBBIN /Aj1d YACTHON NEpPEeNuCKU C
aJipecaTamMu, KOTOPBIM ThI JOBepsellb. ITO 3JIEKTPOHHBIN a/ipec He HaJl0 UCIO0Ib30BaTh
IIpU perucTpanuu Ha ¢popymax u caurax;

7. He oTKpbIBaul ¢aliyibl U IPyrUe BJIOKEHHUs B MUCbMaX JlaXKe €CJIM OHU NPUIILIU OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (anIbl;

8. Ilocne oxkoHuaHus pabOTHI HA MOYTOBOM CEPBUCE IE€pe]] 3aKPHITUEM BKJIAJIKU C
caiiToM He 3a0y/1b HOXKaTh HA « BRIATH».

KubepOy UIMHT WU BUPTYaJIbHOE U3/I€BATETHCTBO

KI/I6ep6y.7UII/IHI‘ — IIpecjiegoBaHue COO6III€HI/IHMI/I, coaeprKalliuM OCKOp6JIeHI/IH,
arpeccuro, 3allyruBaHHE; XYJIMTaHCTBO; COIIMAJIbHOE 60ﬁKOTHpOBaHHe C IIOMOIIIbIO
Pa3JIMYHbIX MHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 0 OOpHOE ¢ KNOEPOYJIMHIOM :

1. He 6pocaiics B 60i. Jlydmuii crioco0: MOCcOBETOBAThCA KaK ce0s BECTH U, €CJIM HET
TOTO, K KOMY MOYXHO OOpPaTHUThCSA, TO BHAUaJIe YCIIOKOUTHCA. EC/T ThI HAUHEIIh OTBEYaTh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHUSA, TO TOJIBKO elrle O0JIbIIe Pa30KKellb KOH(PIIUKT;

2. YrpaBJisAii cBoeH Kubeppenyraryer;

3. AHOHUMHOCTb B CE€TH MHHMas. CYIIIeCTBYIOT CITIOCOOBI BBIACHUTDL, KTO CTOHT 3a
AHOHHUMHBIM aKKAQYHTOM;

4. He cTouT BecTH Xy/JIMTaHCKUH 00pa3 BUPTYaJIbHOU *KU3HU. IHTEpHET (UKCHPYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YAJIUTD UX OyZET KpaiiHe 3aTPY/IHUTEJIHHO;

5. CobJtro/1ail cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupy#l enmHUYHBIN HeratuB. OAHOPA30BbIE OCKOPOUTEJIbHBIE COOOIIEHUS
JIydiiie urHOpupoBaTh. OOBIYHO arpeccus MpeKpamnaeTcs Ha HAYIbHOM CTaIuM;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSMU, B COIIMATIBHBIX
CeTSIX eCTh BO3MOKHOCTh OJIOKHUPOBKY OTIIPABKH COOOIIIEHUH € OIpeIeIEHHBIX a/IPECOB;

8. Ecau Tl cBuzerenp kubepOyyuinmHra. TBOW JIEMCTBHSA: BBICTYIIUTH IIPOTUB
Ipecjie/ioBaTesisd, IOKa3aTh €My, 4YTO ero JeWCTBHA OIeHHUBAIOTCA HeraTUBHO,
MIO/IJIEPKATH KEPTBY, KOTOPOU Hy KHA IICUXOJIOTUYECKAs IIOMOIIb, COOOIIUTH B3POCTIBIM
0 ¢hakTe arpecCuBHOIO MOBEJIEHU B CETU.

MobwubHBIH TenedOH

CoBpemeHHble cMapT¢OHBI U IUIAHIIETHI COZEep:KaT B cebe BIOJHE B3POCJIBIN
dyHKIIMOHA, W Temepb OHH MOTYT KOHKYPUPOBaTh CO CTAllHOHAPHBIMHU
koMmnboTepamMu. OHAKO, CPEICTB 3AIUTHI /IS IMTOA00HBIX YCTPOUCTB MOKAa OUYEHb MAaJIO.
TecTupoBaHUE U OUCK YsI3BUMOCTEN B HUX ITPOUCXOJIUT HE TaK MHTEHCUBHO, KaK JJIs
ITK, To :xe camoe KacaeTcsi 1 MOOUIbHBIX ITPUJIOKEHUH.



CoBpeMeHHbIe MOOWJIbHBIE Opay3epbl y:Ke IMPaKTUUYEeCKd JOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO paciiupeHne QyHKIIMOHAIA BaeveT 32 cOO0M OOJIBIIYIO CIOKHOCTD U
MEHBIITY0 3aIUIIEHHOCTD.

Jlayieko He Bce NMMPOM3BOIUTEN BBIIYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHYECKHE
YA3BUMOCTH JIJ15 CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 7151 6€30IIaCHOCTH MOOMJIBHOTO TesiedoHa:

1. Huuero He sBIsETCA IO-HACTOAIIEMY OecIiaTHBIM. By/ib OCTOpOXKeH, Beab Korjaa
Tebe mpe/IaraloT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKH€e-TO ILJIaTHBIE
YCIIYTH;

2. Jlymaui, npexzae yem oTipaBuTh SMS, doto unu Buaeo. Thl TOUHO 3HAEIb, I7I€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo111M0 0OOHOBJIATH OIlEpAallIOHHYIO CUCTEMY TBOET0 CMapT(dOHA;
4. ictioib3y# aHTUBUPYCHBIE IIPOTPAMMBI JJ11 MOOMJIBHBIX TeJIE()OHOB;

5. He 3arpy)1ca171 IIPUJIOXKEHHA OT HEM3BECTHOI'O UCTOYHHKA, B€b OHU MOTYT COAEPKATDb
BPEAOHOCHOE IIPOTrpaMMHO€ O6€CH€‘{€HI/IE;

6. ITocsie TOro Kak ThI BBINJIENTH C caliTa, IJie BBOAWJI JUYHYI0 HHOPMAIUIO, 3ali/IU B
HaCTPOHKHU Opay3epa u yaasu cookies;

7. HepI/IOI[I/I‘-IeCKI/I np013ep;11‘/'1 KaKH€ IIJIaTHbIE YCJIIYTH aKTHBHUPOBAHbI Ha TBOEM HOMEDPE;

8. JlaBail cBoii HOMep MOOWJIBHOTO TesedoHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAENIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth fmosxeH OBITH BBIKJIIOUEH, KOT/Jla Thl MM He IOJIb3yelnbcsa. He 3a0biBaii
MHOT/Ia IIPOBEPATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 35TO KpAacoOuHBble, 3axBaThIBAIOINE pa3BJleueHus,
00BEUHSIONIYE COTHH THICAY UEJIOBEK 110 BceMy MUpY. VITPOKU UCCIEAYIOT TaHHBIN UM
MHUD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSAIOT 33J[aHUS, CPAXKAIOTCA C MOHCTPAMH H
IIOJIy4alT OIBIT. 3a YAOBOJIBCTBHE OHU IUIATAT: IIOKYIIAIOT JUCK, OIUIAaYUBAIOT
a0OHEMEHT WJIU IPUOOPETAIOT KaKHe-TO OIIIUU.

Bce aTu cpencrBa uAyT HaA TOJJep)KaHUWe U Ppa3BUTHE WUIPHl, a TakkKe Ha caMy
6e3011acHOCTD: COBEPIIIEHCTBYIOTCS CUCTEMbI AaBTOPU3AIMH, BBIITyCKAIOTCA HOBbIE MATYU
(mudpoBbIe 3aIUIATKH I IPOTPAMM ), 3AKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B l'IO]_IO6HI)IX Urpax CTOUT OIlaCcaTbCAd HE€ CTOJIbBKO CBOHX COIIEPHHKOB, CKOJIBKO KpaX*Xu
TBOE€TI'0 I1apOJId, HAa KOTOPOM OCHOBaHa CHUCTEMa aBTOpHU3allA OOJIBIIIMHCTBA urp.

OcHOBHBIE COBETHI IO HE30MACHOCTU TBOETO UTPOBOTO AKKAYHTA:

1. Ecsu ipyro#i Urpok BejieT ce0s MJI0X0 WU co37jaeT Tede HEMPUATHOCTH, 3a0JIOKUPYU
ero B CIIMCKE UTPOKOB;

2. Tloxkamyiica aJAMUHHCTpATOpaM WUIpPbl Ha IUIOXO€ IIOBeJieHHEe JTOTO WIPOKa,
JKeJIaTeJIbHO MIPUJIOKUTH KaKHe-TO JJ0Ka3aTeIbCTBA B BUJle CKDUHOB;



3. He yxaspiBaii inuHyo nHpopMaIuio B ipodaiisie urpsi;
4. YBakail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBiimBaii HeopuIragbHbIe ITATIYU U MOJIBI;

6. Vlcriosip3yii c105KHbIE U Pa3HbIe MTapOJIH;

7. Jla’xke BO BpeMs UTIpPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. IIoka ThI urpaemb, TBOU
KOMIBIOTEP MOTYT 3apa3UTh.

OUIITMHT UJIN Kpaxa JINYHbIX JaHHbIX

OOBIYHOU KparkeH JieHer W JIOKYMEHTOB CeroJHs y)Ke HHKOTO He YAUBHUIINb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKHU II€PEMECTHJINCh B WHTEPHET, U
IIPOJIOJKAIOT 3aHUMATBHCS «JTIOOUMBIM» JI€JIOM.

Tak mosBUIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUUECTBA WX QUIIUHT, TJIaBHAS [IeJTh
KOTOPOTO COCTOUT B TIOJyUeHUH KOH(MPUIEHITUAIBHBIX JAaHHBIX IIOJb30BaTeed —
JIOTUHOB ¥ maposieii. Ha aarymiickom s3eike phishing unraercs kak ¢ummar (0T fishing
— pBIOHAs JI0BJIA, password — MmapoJib).

OcHOBHBIE COBETHI 0 OOpPHOE ¢ PUITTHTOM :

1. CJIeI[I/I 3a CBOHUM AaKKayHTOM. Eciu Tb1 Imoao3peBacillb, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOHI/IMO 3a6JIOKI/IpOBaTb ee nu COO6H.II/ITI) AIMHUHHCTPpATOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. HCHOHBSYﬁ Oe30IacHbIE Be6-CaI>JITbI, B TOM 4YuCJIE, HWHTEPHET-MarasuHoB U
IIOMCKOBBIX CUCTEM,

3. HMcnonb3y# ciiokHbIE U pa3Hble mapoyu. TakuM oOpa3om, ecyiu TebOs B3JIOMAOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(MUIIIO B CETH, a HE KO
BCEM;

4. Ecoiu Tebs B310MasH, TO HEOOXOAUMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
J100aByIeHbl Y TeOs B JIPY3bAX, O TOM, YTO TeDs B3JIOMAJId U, BO3MOJKHO, OT TBOETO
“MeHHU Oy/IeT pacchLIaThCsA CIIaM U CChLIKU Ha (DUIITMHTOBBIE CAHTHI;

5. YcranoBu HazieXkHBIHN n1aposib (PIN) Ha MoOMIIbHBIN TetedoH;
6. OTKJII0YU COXpaHEHUe apoJis B Opaysepe;

7. He oTkppIiBail (ailyipl U Apyrue BJIOKEHUA B MUCHbMAaXxX Jlake ecjId OHU HPUIIUIN OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJIAIA JIU OHU Tebe 3TU (PaliIbl.

Hudposas penyranus

Iudposas pemyranus - 5T0 HeraTUBHAsA WM NMO3UTUBHAA UH(pOpMAaIUs B ceTU O Tele.
Komnpomerupyiomaa uHbopMmanus pasMellleHHas B UHTEPHETE MOXKET CePbe3HBbIM
0obpa3oM OTpPa3UTHCSA HA TBOEH peaysibHOU KU3HU. «I[udpoBas pemyranusa» - 3T0 TBOU
MMU/JIK, KOTOPBIX popmupyercs u3 nHbopmaium o Tebe B UHTEPHETE.

TBoe wMecTO JKUTENbCTBA, y4uebbl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapaKTepa U PACCKa3bl O OJIM3KUX - BCE 3TO HAKATLJIUBAETCS B CETH.



MHor1e TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJTUKAIINY JIMYHOU HH(POPMAITUH B
HNuTepHeTe, HEe MOHUMASA BO3MOKHBIX MTOCIEACTBUI. ThHI Take HE CMOXKEIb JOTaaThCs
0 ToM, uTO poTtorpadusi, pa3MeIleHHas 5 JIET Ha3aJ, CTajla MPUINHON OTKa3a MPUHATH
Tebs1 Ha paboTy.

KommenTapuu, pasmelneHue TBoux d¢ororpaduil U [Apyrue [AeWCTBHSA MOTYT He
HCUE3HYTh JlasKe II0CJIe TOTO, KaK Thl UX yJIHIIb. Thl He 3HAEIb, KTO COXPAHUJI 3Ty
nHpoOpManuoo, Iolaja JU OHA B IOUCKOBBIE CHUCTEMBl M COXpPaHWJIACh JIM OHA, a
IJIaBHOE: UTO IMOAYMAaIlOT O Tebe OKpy»Kamlllee JIIOIU, KOTOpble HAUAYT U YBUJAT 3TO.
Hatitu mHGOpMAIINI0 MHOTO JIET CILCTsI CMOKET JII000H - KaK U3 JI0OPBIX OOy KAEHUH,
TaK ¥ C HaMepeHHeM NPUUNHUTH Bpel. ITO MOXKET OBITh KTO YTOHO.

OcCHOBHBIE COBETHI 110 3aniuTe UGPOBON pemyTaIuu:

1. [Togymaii, mpexae 4eM UYTO-TO ITyOJIMKOBAaTh U TepeJiaBaTh y cebs B OjoTe Wik B
COITMAJIbHOMU CETH;

2. B HacTpolikax po¢uyis YCTaHOBH OrPaHUUYEHUS Ha IIPOCMOTP TBOEr0 MPOPHUJIS U €r0
COJZIEP?KMMOTO, C/IeJIall €0 TOJIBKO «JIJISI APY3€eH»;

3. He pazmeriaii 1 He ykaspIBail WH(POPMAIHIO, KOTOPasi MOKET KOro-1100 0OCKOpPOJIATh
WJIN 0OUKATh.

ABTOpCKOE TTpaBo

CoBpeMeHHbIE IIKOJBHUKH- AaKTUBHBIE II0JIb30BaTENIX ITU(PPOBOTO IPOCTPAHCTBA.
OnmHako Jajieko He BCe 3HAKT, YTO II0JIb3OBAaHHME MHOTHMH BO3MOKHOCTSIMH
IHPOBOTO MUPaA TPeOyeT COOTIOEHNA ITPAB HA UHTEJIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepMUH «HWHTEJUIEKTyaJbHAsA COOCTBEHHOCTH» OTHOCHUTCSA K Pa3JIUYHBIM TBOPEHHUAM
YeJIOBEUECKOT0 yMa, HAaYWHas C HOBBIX H300peTeHHH W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA TPOJIYKTHl U YCJIYTH , U 3aKaHUYMBAasA KHHUTaMH, Gororpadusmy,
KUHOGHUIBMaMH U My3bIKaJIbHBIMH ITPOU3BEIEHUAMH.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEEHUS
HAyKU, JIATEPaTyphbl U HUCKycCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KA4eCTBe IapaHTUU
TOTO, YTO UHTEJUIEKTYJIBHBIN/TBOPUECKU TPy aBTOpPA He Oy/ieT HAIPACHBIM, JJACT MY
CIIpaBe/JIUBbIE BO3MOXKHOCTU 3apaboTaTh HAa pe3yJsbTaTaX CBOETO TPYZAQ, MOJIyUYHUTH
M3BECTHOCTH U NpusHaHue. Hukro 6e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BO/IUTh
€ro TMpPOU3BEJEHUEe, PACIPOCTPAHATh, IIYOJUYHO JIEMOHCTPUPOBATh, IIPOJIABATh,
MMIIOPTUPOBATh, MyCKATh B MPOKAT, IMyOJHUIHO HCIOJHATDH, OKA3bIBATH/UCIOIHATD B
a¢upe nuim pazMmeinars B UHTEepHeTE.

Hcnosnb3oBaHNe «MUPATCKOTO» IMPOTPAMMHOIO O0eclieueHUus] MOKeT IIpUBECTH K
MHOTHUM PHICKaM: OT IMOTEPU JAHHBIX K TBOUM aKKAyHTaM JI0 OJIOKUPOBKHU TBOETO
YCTPOWCTBA, T7le YCTAHOBJIEHHBIN He JierajbHasI nporpamma. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYET JIeTaJbHbIe U OeCIIaTHhIE TPOTPAMMbI, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraie

CereBU4OK.pp - TBOH TIJIaBHBIM COBETYUK B CeTU. 37eCh Thl MOXKeIIb Y3HATh O
6e30MacHOCTH B CETH MOHATHBIM U JOCTYIIHBIM $3BIKOM, a NHPU BO3HUKHOBEHUU
KPUTUUECKOM CUTyalUd OOpaTUThCA 3a COBETOM. A TakKKe IPUHATH ydacTHe B
KOHKYPCaxX U CTaThb CAMBIM U (PPOBBIM IPAKAAHUHOM !



IIpunoxenue N2 3

ITamaTka oA poauTeaen 00 MHPOPMAMIOHHON 6€30IIaCHOCTH
aereu

OmpeneneHne TepMHHA «HH(MOPMAIMOHHASA 0€30MacHOCTh JEeTel» COMEPIKUTCA B
denepanbHoM 3akoHe N2 436-P3 «O zamute geteid oT HHGOpMAIUK, TIPUIUHSIONIEN
Bpe/l UX 3/I0POBBIO U PA3BUTHUIO», PETYJIUPYIOITUM OTHOIIIEHUSA, CBA3aHHbBIE C 3AITUTOU
Jleteli OT WHGOpPMAIUK, MPUYUHAIOINEA BpeI HX 3/I0POBbI0 U (WJIM) Pa3BUTHUIO.
CorytacHO TaHHOMY 3aKOHY «HWH(pOpMamuoHHasi 6€30MacHOCTh JeTel» - 3TO COCTOSTHUE
3aIUIIEHHOCTH, IIPpU KOTOPOM OTCYTCTBYET PHCK, CBS3aHHBIM C TNPUUYNHEHUEM
nHopManue Bpea ux 3/I0pOBbI0 U (WIn) GU3HIECKOMY, ICUXUUYECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akoHa NO 436-©3 wundbopMmanuend, OPUUUHAOIIEN Bpe]
37I0POBBIO U (MJIN) Pa3BUTHIO JIeTEH, SABJISIETCS:

1. uHdopMaIus, 3anpelleHHas /i1l paCIPOCTPAHEHUs CPeIU IeTe ;

2. nHdopMaIus, pacrpocTpaHeHe KOTOPOH OTpaHUYEHO CpeAu JieTel OIpeJie/IeHHbIX
BO3PACTHBIX KaTeTOpUH.

3. K undopmarum, 3anperieHHoH A1 paclpoCTpaHeHUs CPeiu JleTel, OTHOCUTCS :

4. uHpopmanus, moby:kaarInas JeTeld K COBEPIIEHUI0 JeHCTBUH, MPeICcTaBIAIONINX
yIrpo3y WX JKU3HU U (WJIM) 3/I0POBBIO, B T.4. IPUYNHEHHUIO BpPEJla CBOEMY 37I0POBBIO,
CaMOYyOHHCTBY;

5. CIIOCOOHOCTH BBI3BATh y I[eTefI KejlaHue YHOTpe6I/ITI> HapKOTHU4YECKHE CpeACTBa,
IICUXOTPOIIHbIE U (I/IJ'II/I) OoJypMaHHBAIOIIKE  BEIIECTBA, TabauyHbIE u3jgeand,
AJIKOTOJIBHYIO U CIITMPTOCOAEPKKAIIYIO IIPOAYKIIHNIO, ITMBO U HAIITUTKH, NU3TrOTaBJIMBA€MbIE
Ha €ro OCHOBE; IIPUHATb y4aCTH€ B a3apPTHLIX HI'PAX, 3aHHNMAaTbCA HpOCTPITyul/IefI,
6pOILH}KHI/I‘-I€CTBOM nJIn l'IOl'IpOIIIB.fIHPI‘-IGCTBOM;

6. O0OOCHOBBHIBAIOIIASl WJIM OIpPaBAbIBAaIOIIAsA JOIYCTUMOCTb Hacwiausa u (Wim)
JKECTOKOCTH JIM0OO TMOOYKJamIas OCYIIeCTB/IATh HACHUJIbLCTBEHHBbIE JEHUCTBUS 10
OTHOIIEHHIO K JIIOJIAM U >KUBOTHBIM

7. OTPHUIAIOIAA ceMelHbIe IIEHHOCTH U (POpMHUPYIOIasi HEyBasKeHHE K POJAUTENSAM U
() IPYyTUM WieHaM CeMbU;

8. ompaszpIBaloIas MPOTUBOIIPABHOE IIOBE/IEHNE;
9. cozieprKaIas HeleH3ypHyIo OpaHb;
10. cojiepkaras nHGopMaIuio nopHorpaduIecKoro xapakrepa.

K undopmaruu, pacnpocrpaHeHre KOTOPOU OrPaHUYEHO CPEU JIETeH ONpe/IeJIEeHHOTO
BO3pacTa, OTHOCUTCA:

1. mHpOpMaIHs, IPE/ICTABIsAeMas B BHU/ie M300pasKeHUS WJIM OIHMCAHUsS JKECTOKOCTH,
¢dusmyeckoro u (WIM) TCUXWUYECKOTO HACWJIHNs, NPECTYIUIEHUS WIA HHOTO
aHTHUOOIIECTBEHHOTO el CTBH;
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2. BBI3BIBAIOIIAsA y JIeTEH CTpax, y»Kac WM MAHUKY, B T.Y. MPEJCTaBIseMass B BHUJE
M300pakeHusl WU OIUCAHUSA B YHIKAIOIIEH dYeJI0OBEeUeCKOe JIOCTOMHCTBO ¢dopMme
HEHACUJIbCTBEHHOU CMePTH, 3a00JIeBaHMsA, CAaMOyOUICTBA, HECUACTHOTO CJIy4asi, aBapuu
WM KaTacTpodbl U (MJIK) UX MOCIIE/ICTBUH;

3. IpejicTaBysieMasi B BUJie U300pakeHU WJIN OIUCAHUS TTOJIOBBIX OTHOIIIEHUN MEKITY
MY>KYUHOU U JKEHIITUHOH;

4. coZlep>kaiias OpaHHBIe CJI0Ba U BBIpaXKEHU A, HE OTHOCAIMecs K HelleH3ypHOI OpaHu.

C yuetoMm aToro Bam mpeparaiorcs mpaBusia paboThl B ceTu VIHTEPHET 1S Pa3TUNUHBIX
BO3DACTHBIX  KaTeropuil,  coOJIIOZleHue  KOTOPBIX  ITO3BOJIUT  ODECIeYuTb
nH(OPMAaIMOHHYI0 0€30ITaCHOCTD BAIlIUX JIETEH.

OOmrve mpaBwMJIa I POAUTETEH

1. HesaBucumo oT Bo3pacta pebeHKa HCIOJB3YUTE MIPOTPAMMHOE ObecredyeHue,
roMoraroiee GUJIBTPOBATh M KOHTPOJIHUPOBATh HHGMOPMAIUIO, HO HE IoJIaralTech
IIOJTHOCTHIO Ha Hero. Baille BHUMaHMe K peOeHKY - TJITaBHBIH METOJI 3aIllUTHI.

2. Ecytn Batn pebeHOK MMeeT akKayHT Ha OJTHOM U3 COIUAIBHBIX cepBHCcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru wu T.m.), BHUMAaTe/JbHO H3Y4YHUTE, KaKyl0 WHGPOPMAIHIO
IIOMEIAIOT €r0 YYacTHHUKU B CBOMX NMpPOPWIAX U OsioraxX, BKIOUas Qororpadpuu u
BU/IEO.

3. IIpoBephbTe, ¢ KaKUMHU JPYTHMH CaWTaMU CBSI3aH COIIMAJIBHBIM cepBHC Bartiero
pebenka. CrpaHuuku Barero pebOeHKa MOTyT OBITH 0O€30IIaCHBIMHA, HO MOTYT U
COZIEP?KATh CCHUIKU Ha He’KeJlaTeJIbHbIE U OlacHbIe CANThI (HallpUMep, IOPHOCAUT, WU
calT, Ha KOTOPOM JIpyT YIIOMHHAeT HOMEP COTOBOTO TesedoHa Bamiero pebeHka WiIu
Barm qomamiHui aapec)

4. IoompsiiTe Bamux aerei coobiaTh 000 BCEM CTPAaHHOM HJIA OTTAJIKUBAIOIIUM U HE
CJIMIIIKOM OCTPO pearupyuTe, KOT/la OHU 3TO JiesIaloT (13-3a OlaceHus IIOTEePATh JOCTYII
K VHTepHeTy JieTH He TOBOPAT POJAMTENSAM O MpobyieMax, a Tak:Ke MOTYT HadaTh
HCI0JIb30BaTh VIHTEpHET BHE I0Ma U IIIKOJIBI).

5. Bynbre B Kypce ceTeBoli *ku3Hu Barero pebenka. IHTepecyiiTech, KTO UX JAPY3bs B
W HTepHeT Tak e, Kak NHTepecyeTeCh peajlbHbIMU JPY3bAMHU.

Bospacr ot 7 10 8 et

B MnuTepHeTe pebEHOK cTapaercs IMOCETUTD T€ WJIM MHbBIE CAUThI,  BO3MOXKHO M YaThl,
paspellleHre Ha IOcCellleHHe KOTOPbIX OH He MOoJyudus Obl OT poxuteneit. ITosTtomy
POIUTENAM OCOOEHHO TIOJIe3HBI OyJyT Te OTYeThl, KOTOPBIE IIPEIOCTABIISIOTCS
IIporpaMMaMi II0 OTPAaHWYEHHI0 HCHOJIb30BaHUA HTepHeTa, T. e. PopuTenbckuii
KOHTPOJIb WJIM TO, UTO BBl CMOXKeTe YBUJeTh BO BpeMeHHbIX daliyiax. B pesysbrate, y
pebeHka He Oy/eT OIIYIIEHUs, YTO 32 HUM BEeJETCS MOCTOSHHBINA KOHTPOJIb, OJTHAKO,
poauTenn OyAyT MO-TIPEXXHEMY 3HATh, KaKUe CAWTHI MOcelaeT ux pebeHok. [letu B
JTAHHOM Bo3pacTe o00JIaIaloT CUJIBHBIM UyBCTBOM CE€MbU, OHHM JIOBEPUMBHI U HeE
COMHeBarTcs B aBToputerax. OHU JI00AT UTPATh B CETEBbIE UTPHI U IyTEIIeCTBOBATH 10
UHTEpHETY, WCHOJIB3Yys SJIEKTPOHHYIO IIOYTY, 3aXOAUTh HAa CaThl U YaThl, HE
PEKOMeH/IOBaHHbIE POAUTEAMMU.

CoseTsl 10 6e30macHOCTH B ceTu IHTepHET 7714 JieTeil 7-8 et



1. Co3maiiTe CIIUCOK JOMAIITHUX ITPaBUJI MOCEIeHus VIHTepHeTa MPU yYacTUH JeTed U
TpeOyiTe ero BHITIOTHEHHUS.

2. TpebOyiite or Bamero pebGeHka coOJIO/IEHUS BPEMEHHBIX HOPM HaXOXKAEHHs 3a
KoMmbloTepOM. [lokakure pebeHKy, uTo Bbl HabozaeTe 32 HUM He IMOTOMY uTO Bam
3TO XOUeTCcs, a IOTOMY 4YTO Bl GecriokouTech 0 ero 6€30MacHOCTH U BCETZ|a TOTOBBI €My
IIOMOYb.

3. Komnbrotep ¢ noakioueHreM K VIHTEpHETY /IOJI?KEH HAaXOAUTHCS B O0Iel KOMHATe
I10/], IPUCMOTPOM POJIUTEIIEN.

4. HCHOJ’II)SYIZTG CliequaJIbHbI€ J€TCKHE IIOMCKOBbIE€ MAIlIMHbI.

5. Mcnonp3yiiTe cpesicTBa 0JI0KUPOBAHUS HEXKeJIATeJIbHOTO KOHTEHTA KaK /I0NOJIHEHUE
K CTaHZIapTHOMY PouTes1bcKOMy KOHTPOJTIO.

6. CosnaiiTe ceMeEHHBIN 3JIEKTPOHHBIN SIUK, UTOOBI HE IIO3BOJIUTH JETAM WMETh
cobCTBEHHBIE ajipeca.

7. BJIOKPIpyfITe AOCTYII K caliTaM c OecCIIaTHBIMH IOYTOBBIMHU AIMNMMKaMKX C IIOMOIIBIO
COOTBETCTBYIOIIETO IIPOTPAMMHOTIO obecrieyeHusl.

8. IlpuyuuTre JieTeli coBeToBaThcsA ¢ Bamu mepen oOmyOJIMKOBaHHEM KaKOU-JTHOO
nHpOpPMAIMU CPEACTBAMU 3JIEKTPOHHOHM IIOUTHI, YaTOB, PETrHCTPAIIMOHHBIX (POpM Hu
npodueH.

9. Hayuurte Jnereii He 3arpykaThb Gailibl, MPOrpaMMbl WM MYy3bIKy 0Oe3 Balliero
COTJIACHS.

10. He paspermaiiTe [AeTsAM HCIOJIb30BaTh CIy:KObI MIHOBEHHOTo oOMeHa
COOOIIEHUAMHU.

11. B «0OestbIii» CITUCOK CANTOB, pa3pelleHHBIX /IS MMOCEIeHH s, BHOCUTE TOJIBKO CAUTHI C
XOPOIIel pemyTanue.

12. He 3abbIBatiTe OGecesioBaTh C JIETbMU 00 UX JIPY3bsX B IHTepHETE, KaK ecyii ObI pedb
IIJ1a O JIPY3bIX B PEIbHOM KU3HU.

13. He genaiite «taby» 13 BOIIPOCOB IIOJIOBOU KU3HU, TAaK Kak B VIHTepHeTe JIETH MOTYT
JIETKO HAaTKHYTHCA Ha TOPHOTPAdUI0 WU CAUTHI «/IJISI B3POCIBIX».

14. Ilpuyuure Bamero pebGenka cooOmaTh BaM O JIIOOBIX Yrpo3ax WJIM TPEBOrax,
cBA3aHHBIX ¢ VIHTepHeTOM. OcTaBalTech CHOKOMHBIMU U HAaIIOMHUTE JIeTAM, UTO OHU B
6e30macHOCTH, eCcd caMM paccka3ajd BaM O CBOUX TpeBorax. lloxBasimTe uX U
IIOCOBETYUTE MTOJOUTH €Ille Pa3 B MOAOOHBIX CITydasiX.

Bospacr gereii ot 9 /10 12 JieT

B nanHOM BO3pacre ZieTH, Kak IIPaBUJIO, YK€ HACJBIIIAHBL O TOM, Kakasd uHpopmanus
cymectByeT B VHTepHeTe. COBEpIIEHHO HOPMA&JIBHO, YTO OHHU XOTAT 3TO YBUJETH,
IIpOYeCThb, ycJablmaTh. IIpy 5TOM Hy»KHO HOMHHUTB, YTO JIOCTYH K HeKeJyaTeJIbHBIM
MaTeprajiaM MOKHO JIETKO 3a0JI0OKMpOBaTh INPHU IOMOIIN CPeACTB PoAmTesnbcKoro
KOHTPOJIA.

CoBeThl 110 0€30IMaCHOCTH JIJISA IETEH OT 9 /10 12 JIET



1. Co3paiiTe CIMCOK JIOMAITHUX MTPaBUJI IOCEIeHusT VIHTepHET MpU yJacTUH JeTel u
TpeOyiTe ero BHITIOTHEHHUS.

2. TpeOyiiTe ot Bamrero pebeHka co0II0/IEHUS HOPM HaXOXKIE€HUS 32 KOMIIBIOTEPOM.

3. HabGiromatiTe 3a pebeHKOM IpU paboTe 3a KOMITLIOTEPOM, IOKAXKUTE €My, 4TO BbI
OEeCIIOKOUTECH O €r0 OE30IIaCHOCTH M BCET/Ia TOTOBBI OKA3aTh €MY ITOMOIIIb.

4. KommbioTep ¢ nmogkiatoueHrneM B MIHTepHET JI0IKeH HaXOAUThCA B 00Iell KOMHaTe
107}, IPUCMOTPOM POJIUTEIIEN.

5. Mcnonb3yiiTe cpezicTBa OJIOKMPOBAHUSA HEXKeIATeJIbHOTO KOHTEHTA KaK JI0TOJIHEHHE
K CTaH/JapTHOMY Po/IUTeIhCKOMY KOHTPOJIIO.

6. He 3a0pIBaiiTe IPUHUMATDH HETIOCPEZCTBEHHOE YUaCTHeE B XKU3HU pebeHka bOece10BaTh
¢ eTbMU 00 UX Apy3bsix B IHTEpHETE.

7. HacrtauBaiiTe, 4TOOBI IETH HUKOT/IA HE COTJIAINAIUCH HAa JIMYHBIE BCTPEUH C APY3bIMH
1o MurepHery.

8. Ilo3BosIANTE AETAM 3aXOAUTh TOJIBKO Ha CAaUTHI M3 «0EeJIoro» CIHCKA, KOTOPBIN
co3ZlaliTe BMECTe C HUMH.

9. Ilpuyuute pgeTell HUKOrZAa He BbIJAaBaTh JIUYHYI0O HWHGOOPMAIUIO CpPeJCcTBaMU
BJIEKTPOHHOU TIOYTHI, YAaTOB, CHCTEM MTI'HOBEHHOTO OOMeHa COOOIIEeHUs MU,
perucTpanuoHHbIX ¢GOpM, JUUYHBIX NpodUIell U NpPU PEruCTpaliM HA KOHKYPCHI B
HNuTepHerTe.

10. [IpuyunTe neTeil He 3arpy»kath mporpamMMbl 6e3 Barero paspemienus. OObsICHUTE
UM, YTO OHHU MOTYT CJIy4aliHO B3arpy3uTh BHUPYChl WJIH JIpyroe HeKesaaTeJIbHOe
IIporpaMMHOe obecIieueHue.

11. Cospatite Bamemy peOeHKy OrpaHHMYEHHYIO YUYETHYIO 3alUCh I pabOThl Ha
KOMIIBIOTEPE.

12. IIpuyuure Bamrero pebeHka cooOmaTh BaM O JIOOBIX Yrpo3axX WJIM TPEBOTAX,
cBsA3aHHBIX ¢ VlHTepHeTOM. HamoMHUTE JETAM, YTO OHH B 0€30IAaCHOCTHU, €CJIU CAMHU
paccKasaii BaM O CBOUX TPEBOTaxX U OTaCEeHHSX.

13. Pacckaxkute netsam o nopHorpaduu B UHTEepHeTE.

14. HacraupailiTe Ha TOM, YTOOBI JE€TH IPEAOCTAB/SUIM BaM JIOCTYII K CBOeH
3JIEKTPOHHOU IOYTE, YTOOBI BbI yOEIUJINCh, UYTO OHU He OOIIAI0TCS C HE3HAKOMIIAMH.

15. OOBsACHUTE [IeTAM, 4YTO HeJIb3sd UCIOJIb30BaTh CETh /I XYJIUTAHCTBA,
pacIpocTpaHeHUs CIUIETEH WK YTPO3.

Bospacr gereit ot 13 A0 17 €T

B aTOM BO3pacTe MOAPOCTKU AKTUBHO KUCIOJIB3YIOT IMOWCKOBBIE MAIIIMHBI, TOJIb3YIOTCS
BJIEKTPOHHOU IIOYTOU, C/IyKOaMH MTHOBEHHOTO OOMeEHA COOOINEHUSMHU, CKAUYUBAIOT
My3bIKy U QuiIbMbl. MajbumKaM B 3TOM Bo3pacTe OOJIbllle MO HPaBy CMeETaTh Bce
OTPpAaHUYEHUs, OHHM JKAXKIYT Tpy0bOro OMOpa, a3apTHBIX Urp, KapTUHOK «JUJIA
B3POCJIBIX». J[€BOUKHU MPEATIOYUTAIOT OOIIAThCA B UaTax, IPU 3TOM OHHU Topasao Oosiee
YyBCTBUTEJILHBI K CEKCyaJIbHBIM JIOMOTaTeIbcTBaM B IHTepHETE.



3ayacTyio B JaHHOM BO3pacTe POAUTEJIAM yKe BeChbMa CJIOXKHO KOHTPOJINPOBATh CBOUX
JleTel, Tak Kak 00 MIHTepHeTe OHU y2Ke 3HAIOT 3HAUYUTEHHO OOJIbIIIE CBOUX POJIUTENIEN.
Tem He MeHee, He OTIyCKaiiTe JeTell B «CBOOOAHOe IIaBaHHWe» IO HTepHeTY.
CrapaiiTech aKTUBHO y4acTBOBaTh B 001leHNU pebeHKa B VIHTEpHeTe.

BaxHo mo-mpexxHeMy cTporo coOso/iaTh IpaBmyia  VIHTepHeT-0e30IacHOCTH -
COTJIAIlIeHUE MEXKIY POAUTENISIMUA U JeTbMH. KpoMe TOro, HEOOXOIMMO KakK MOKHO
yarre IpocMaTPpUBaTh OTYETHI O JesaTebHOCTU JeTeli B MIHTepHeTte. CiemyeT oOpaTuTh
BHUMAaHHE Ha HeOOXOAUMOCTh COJIEpPKAaHUSA POIAUTEIbCKUX mapoJsiell (mapoJsiei
aIMIHUCTPATOPOB) B CTPOTOM CEKpeTe M O0paTUTh BHHUMAaHHE HAa CTPOTOCTh 3THUX
rapoJien.

CoBeTbl 110 O€30IIACHOCTH B 3TOM BO3pacTe OT 13 710 17 JIeT

1. CoszmaiiTe CHOHCOK JOMAIIHUX IIPAaBUJI TocelleHus: VIHTepHeTa TpPU y4acTuu
MIOZIPOCTKOB U TpeOyiTe 06e3ycsIOBHOTO ero BhImoHeHHsA. OOroBopure ¢ pebeHKOM
CIIMCOK 3ampelleHHbIX CAaWTOB («4YepHBIM CIOHCOK»), Yackl paboTel B LHTepHeTe,
PYKOBO/ICTBO II0 00IIIeHI0 B IHTepHeTe (B TOM YHUCJIE B YaTax).

2. KOMHI)IOTep C IIOAKJIOUEHHEM K CE€TU I/IHTepHeT AOJIZKEH HaAaXOAUTLHCA B O6III€fI
KOMHarte.

3. He 3a6b1BatiTe GecenoBath C ieThbMH 00 UX APYy3bsix B VIHTEpHETE, O TOM, YeEM OHHU
3aHATHI TAKUM 00pa3oM, OYATO peub UAET O APY3bSIX B peaTbHOU ku3HU. CripaluBanTe
0 JIIOMISIX, ¢ KOTOPBIMH JIeTH OOIIAIOTCSA ITOCPEACTBOM CJIY»KO MTHOBEHHOTO OOMeEHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, UTO ITH JIIOAU UM 3HAKOMBI.

4. HCHOHBSYﬁTe CpeAacTBa 6)IOKI/IpOBaHI/IH HeXeJ1aTeJIbHOI'O KOHTE€HTAa KaK AOIIOJIHEHHEe
K CTaHJapTHOMY POHI/ITEJII:-CKOMY KOHTPOJIIO.

5. Heobxomumo B3HaTh, KaKMMH 4YaTaMH IIOJIb3YIOTcA Bamu geru. Iloompsiite
HCIOJIb30BaHUE MOJIEPUPYEMBIX YaTOB M HacTaWBailTe, YTOOBI JeTH HE OOIIaINCh B
IIPUBATHOM PEKHME.

6. HacrauBaiiTe Ha TOM, 4TOOBI JIeTHU HUKOT/IA HE BCTPEUAIUCH JIUYHO C JIPY3bIMU U3
cetu IHTEpHeT.

7. llpuyuure pereil He BbJAaBaTh CBOI JIMYHYI UWHQOpPMaALUIO CpeACTBAMU
SJIEKTPOHHOU  IOYTHI, YAaTOB, CHCTEM MT'HOBEHHOTO OOMEHa COOOIIEeHUsIMH,
pervcTpanuoHHbIX GOpM, JIMYHBIX Npoduaell U MPU PerucTpaluyd Ha KOHKYPCHI B
HNHuTepHerTe.

8. IlpuyunTe nereil He 3arpykarh nmporpaMmbl 6e3 Bamiero paspemenus. O0bsicHUTE
UM, YTO OHU MOTYT CJIyYallHO 3arpy3uTh BHUPYCHl WJIN JPYyroe HeXKeJaTeJbHOe
IPOTPAMMHOE 0O€ecIieueHue.

9. Ilpuyuute Bamrero pebGeHka coo0ImaTh BaM O JIIOOBIX Yrpo3ax WU TPEBOrax,
cBsA3aHHBIX ¢ HTepHeTOoM. HammoMHUTE /1€TAM, YTO OHM B 0E30MACHOCTH, €CIU CaMU
pacckazajii BaM, O CBOMX YIpo3ax WM TpeBorax. lloxBajimTe MX U MOCOBETYUTE
IIOZIOMTH ellle Pa3 B MOI00HBIX CIIyJasix.

10. Pacckaxure gersiMm o nopHorpaguu B MHTepHeTe. IloMorute MM 3alUTUTHCA OT
criaMma. HayuuTe mOAPOCTKOB He BbIZ]JaBaTh B IIHTepHETE CBOErO0 PpeabHOTO
9JIEKTPOHHOI'O aj/ipeca, He OTBeYaTbh Ha He)KeJaTesbHble IIMCbMAa U HCI0JIb30BaTh
crernajabHble IOYTOBBIE (DUIJIBTPHI.



11. [Ipuyuure ceb6s 3HAKOMUTHCS C CAUTAMU, KOTOPBIE TIOCEMIAIOT HO/IPOCTKH.

12. HayuuTe fieTeli yBakaTh JIpyTUX B UHTEpHETE. Y0eqUTECh, YTO OHHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIIETO MTOBEIEHUs IEUCTBYIOT Be3/ie — Ja’ke B BUPTYyaJIbHOM MUPE.

13. OObsicHUTE JeTsIM, YTO HU B KOEM CJIydyae HeJIb3s HCIOJab30BaTh CeThb s
XyJIMTAHCTBA, PACIIPOCTPAaHEHU s CIVIETEH WX YyTPO3 APYTUM JIIOZSM.

14. ObcyuTe ¢ MOJIPOCTKAMH IMPOOJIEMBI CETEBBIX a3apTHBIX UTP M UX BO3MOXKHBIM
puck. HanmomHuTe, 4TO JIeTH He MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTosIHHO KOHTpOJIUPYHTE HcIoJb3oBaHue MHTepHeTa Bamum pebGenkom! ATo HE
HapylleHUe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa MPeJOCTOPOKHOCTU U IPOsBJIEHHE
Barteit poguTenbCKON OTBETCTBEHHOCTH U 3a00THI.
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